FINAL EVALUATION REPORT OF TOP SECRET
VERSION 3.0

(U.S.) Department of Defense
Washington, DC

Apr 85

AD/A157 600

20080228212

QT

U.S. DEPARTMENT OF COMMERCE
National Technical Information Service

NTIS.




AD/A157 600

% ¥\
s N
2% A

-

ol

- 4 ¥y
\

T WY
t-.'

e
b RN
Ay

O R & 2

wlv)
. -

% b

» DT

- &

(423

qy &
fatd

vy
ek 4

’
COEMRCRCE 2
)

o -

Ve

"0 FOR PURLIC Tt wAst

DISTRIBLTION U

APPROY

SLINVT L

i

)

T
K

-
T
u.

oot e

K

o
& of

7,428
AL DN ner

&.,

NATIONAL TECHNICAL
INFORMATION SERVICE
US. DEPARTMENT OF COMMERCE
SPRINGFIELD, VA.” 22161

REPRODUCED BY




N O T I C E

THIS DOCUMENT HAS BEEN REPRODUCED FROM THE
BEST COPY FURNISHED US BY THE SPONSORING
AGENCY. ALTHOUGH IT IS RECOGNIZED THAT CER-
TAIN PORTIONS ARE ILLEGIBLE, IT IS BEING RE-
LEASED IN THE INTEREST OF MAKING AVAILABLE

AS MUCH INFORMATION AS POSSIBLE.




SCCURITY CLASSIFICATITN or Yrus Pant
ps

REFORT DOCUMENTATION PAGE

A 7
*3 ]
] ]
Y la REPORAT LECUHITY C.bait 1CATION Yo A STROLTIveE MARRGY %
3 3
d UNCLESSIFIED
» 28 SECUNITY CLALSIFICATION AUTHORITY 3 DISTHIBUTION AVAILALILITY GF #LPURT
e

& v - v o~ Py
b Apgroved for Public Releas#:
41 DLCLALS FICATION LOWNGRADING SCHECULE D ceribuotion Unlimited t
E]
.‘.4‘ PERFGRMING ORGH L. ZATION RLPOAT NUNMBL RS 5 MON'TORIMNG GHGANIZATIUN REPL_ il NUNMBENWIY
) CSC-EPL-85/002 $226,350

68 NAME OF PERFONPA:NT ONGCANIZATION 3n. CSFICE SYMIO0OL Je. NAME OF ’:'lOMIIUMI.N(. ORGANIZ&ATION

Department of Delinse (1 cavhcoble)

Computer Secvrity Center

6c. ADDRESS (Lily. Slale oand Z1' Code) 70 ADDRESS (Cily. State and Z1r ('oac

9800 Savage Road
Ft. Meade, MD 20755-6000
3
ﬁ. NAME OF FUNDING SPONSORING 8o OFFICC SYMBOL 9 PRAOCUREMENT INSTRUMENT LOENTIFICATION feUNBE P

ORGANIZATION . (1] applicabie)

Bc ADDRESS (Ciey. State and Z11 Code) 10 SOURCE OF FUNDING NOS el
PROGRAM PRMAIECT TASK WOHK UNIT
ELEMENT NO NO NO o
3. T TLE tio-lude Seec =ty 2 lassifuqgl ont % =
2 HET “BEvaluation Rengrts TOP SECRET |
Version 3.0 (DNCLASSIEIED) !
12. PERSONAL AUTHONIS) . * A};ROSPACE Corporation
Israel, Howard; Larountain, Steven; Hogan, Michael *: Rub, Jorzy *
13a. TYPE Or RILPORY 13n TIME COVERED 14 DATE OF AREPCRT (Y r Mo Dayi 15 YAGE COUNT
Final EROM _ __ ___TO __ ___. 85/04/02 '
16. SUPPLEMENTARY NOTATION
17 COSATI cgocs 18 SUBJECT TERMS (Conflinue un reverse of necessury and idcatifs b bluck number)
Tio cROUP ) sus GR Trusted Computer System Evaluation Criteria
| TOP SECRET Version 3.0
: EPL IBM DoDCSC MYV S c2

19. ABSTRACT (Conl nue .'n reverse 1f accessary and identify by bluck number)

_~ The Department of Defense Computer Security Center (DoDCSC) was
established in January 1981 to encourage the widespread availability of
trusted computer systems for use by facilities processing classified or
other sensitive data.

In the second quarter of FY83, CGA Software Products Group, Inc.
requested that the DoDCSC evaluate Version 3.0 of their commercially
available TOP SECRET security package.for the 0S/VS2 MVS operating system.
MVS is an IBM operating system for its 303X, 308X, 4341, 370/158 and
370/168 processors.

The security features provided by Version 3.0 of TOP SECRET were
evaluated against the requirements specified oy the Department of Defense
ITrusted Computer System Evaluation Criteria dated 15 August 1983. A

-
o \
70 OISTAIBUTION/AVAILABILITY OF ABSTRACT 21 AGSTRACT SECURITY CLASSIFICATION
uncLassisieorunuimiteo O same as apTXE ovic useRs £ UNCLASSIFIED
225 NAME OF RESPONSIBLE INDIVIDUAL 220 TELEPHONE NUMBER 23¢ OF FICE SYMBOL
(Include \rce Codr)
[ -
DD FGRM 1473, 83 APR EDITION OF 1 JAN 73 1S OBSOLETE.

SECURITY LLASSIFICATION OF 1HiS PAGE

'

/



FOREWOR

mhis mublication, TOP SEURET Releacse 3.0 F:nal Svaltatlion Report,
is being issued by the bepartrent of Defense Computer Security
Center under the auchority and in accordance with DoD Directive
5215.1, "Comoputer Security Evaluatior Center." The purpose of
this report is to document the results of the formal evaluation
of CGA's TOP SECRET sccurity package. The reguirements stated in
this report are taken from the Department of Defense Trusted
Computer System Evaluation Criteria dated 15 August 19813.
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ECUTIVE SU:MARY

In April of 1983, CGA Software Products Group, Inc.
requested tiat the Department of Defense CTomputer Secuvity Center
(DeDCSC) evaiuate Version 3.0 of TOP ,NCQE“ their commercially
availeble add-on Sﬂcurit] package for the C5/VS2 Multinle Virtual
Storage (MVS) operating systen. MVS 1is an IDM operating system
for .ne 203x, 308x, 4341, 370/158, and 370/168 machines,

The security protection provided by Version 3.0 Level 163 of
the TOP SECRET add-on security package with Feature Option #43 in
use was evaluated against the requirements specified by the
Devartment of Defense Trusted Computer System Evaluation Criteria
(the Criteria) dated 15 August 1983.

>N The DoDCSC evaluation team determined that the highest class
at which TOP SECRET running with the MVS system satisfies all the
requirements of the Criteria is class C2.- ‘Therefore, the DoDCSC
has assigned TOP SECRET/MVS a C2 rating. This rating, however,
is contingent upon the system being configured as detailed in
this report (e.g., the PASSWORD (NOPW) attribute, which allows
users to submit batch jobs without a password on a job card, is
not allowed, etc.).

A class C2 syctem enforces discreticnary access control by
making users individually accountable for their actions through
login procedures, auditing of security-relevant events, and
resource isolation. P

?

A system that has been rated as being a C division system
contains the fcatures and assurances described in the Criteria.
There is no assurance that a C division system is free of flaws
that would allow the subversion or bypassing of the advertised
security mechanisms through sophisticated penetration methods.

The integrity of the TOP SECRET package is dependent wpon
the integrity of the MVS system itself and the hardware upon
which it is running.




1.1 DBACEGROUND OF THE EVALUATION PROCESS

The Department of Leiense (DoD) Computer Security Center was
established in January of 1931 tc encourage the widespread
availability of trusted computer systems for use by facilities
processing classified or other sensitive information. In order
to assist in assessing the degree of trust one could place in a
given computer systos, the Depariment of Defense Trusted Computer
Svystem ECvaluation Criteria were develioped. . The Criteria
estatiish specific requirements "hat a computer system must moet
in order to acnieve a predefined level of trustworthiness. To
determine at which level in the Criteria a system should be
placed, the system must .De evaluateu against the Criteria by an
evaluation team. The criteria are 2arranged heirarchically into
four major divisions of protection, each with certain security
relevant characteristics. These divisions are in turn subdivided
into various classes.

The DoDCSC performs two - types of commercial product
evaluations: formal evaluacions and develcpmental evaluations.
A focrmal evaiuation is assumeé to be the evaluation of a system
thati is not to undergo any additional changes. The first step in
a2 formal evaluation is .the preliminary assessment. During this.
step the DcCCSC's evaluation team familiarizes themselves with
the strengths, capabilities and weaknesses of the system and
predares a preliminary assessment .report determining at what
class the system should@ be considered to be a candidate for and
emphasizing aspects of the system that need to be improved in
order to achieve a higher rating. Because it is 1likely to
reflect proprietary information, distribution of the preliminary
assessment may be restricted to the vendor and the DoDCEC at the
vendor's request. Also, a preliminary assessment does not

require any "hands-on" exposure to the system.

The second step ir a formal evaiuation requires "hands-on"
testing (@O functional and, if necessary, penetration
testing). Once a vendor has agreed to submit a system to this
step, the vendor may not withdraw the system from the evaluation.
The formal evaluation report prepared at the end of ¢this step
represents the results of a formal evaluation. It defines, in
detail, the scope of the evaluation and binds the rating to the
product to which it applies. It completely identifies and
describes the product that was evaluated and documents the



cecurity mechanisms upon which the final rating i3 based. Th
report details how each of the security mechenisms rates agains
s, regquircrents cf the Criteria, he cvaluaticn  proces
employed, the evidence examined and the te=ting methodolcty used.
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The second type of evaluation, the developmental evaluation,
is based on a manufacturer's desion for either security
ensancenents to an existing system or for a new *rusted product.
Tnciuded in a developmental evaluation is arn in-deptn examination
of design plans. As with the preliminary assessment, no "hands-
or" testing 1is required for a developmental evaluation and
because the report produced during a developmental evaluation 1is
lixely to reflect proprietary information, the developmental
report may be restricted to the vendor and the DoDCSC at the
vendor's request.

1.2 OVERVIEW OF TOP SECRET

TOP SECRET has four modes of operation: DORMant, WARN,
IMPLement, and FAIL. These modes allow for the graduaal
‘ implementation of the security provided by TOP SECRET. In DORM
mode, no security validation is performed except for the control
of administrators., In WARN mode, users are warned of security
violations, but no action 1is taken by the system on these
violations. 1In IMPL mode, unauthorizecd access attempts involving
users and objects defined.to TCP SECPET are failed, but users and
objects not defineéd to TOP SECRET continue to operate unaffected.
In FAIL mode, unauthorized access attempts to all facilities and
resources are failed. The requirements of the Criteria are not
met when TOP SECRET operates in DORM or WARN mode. 1In IMPL mode,
defined users and objects are protected. In FAIL mode, all users
and objects must be defined. Therefore, the evaluation requires
that TOP SECRET be tested in either IMPL or FAIL mode.

TOP SECRET recognizes three 1logical components: users,
resources, and facilities. Users are identified to TOP SECRET by
a unigue ACcessor IDentifier (ACID), which is associated with a
security record in the master security file. The master security
file contains information used by TOP SECRET to determine what
facilities and resources a particular user can access and the
manner in wvhich access will be granted. TOP SECRET recognizes
seven types of ACIDs which fall naturally into four groups:
administrator (contrel) ACIDs, DEPT and DIV ACIDs, PROFILE ACIDs,
and USER ACIDs. The Central Security Administrator (SCA) has

control over the entire system. A Divisional Security
Administrator (VCA) has control over those ACIDs and resources
that are owned by his division. A Departmental Security




Aéministrator (DCA) has control over only those ACIDs arnd
resources that belony to his department. Alchough administrators
control the environment, in terms of actual csystem access, they
are treated as normal users.

Department (DEPT) and division (DIV) ACIDs provide a
structure for dividing and delegating administrative control over
users &nd objects. USER and PROFILE ACIDs must belong to
depertments, Cepartments may belong to divisions or may stanu
alcne. Objects (resources) can be owned by any ACID (i.e.,
users, profiles, administrators, departments and divisions).
However, resources may be accessed only by USER, CONTROL, and
PROFILE ACID authorizations; department and division ACIDs cannot
access objects.

A PROFILE ACID provides access to a set of objects for a
group of users that need to access those objects in the same
manner. PROFILEs eliminate the need to define access
individually for every user. When a PROFILE ACID is added to a
user's ACID, he inherits all of the access permissions granted to
that PROFILE. Two types of PROFILE ACIDs can be defined and
shared: department profiles, which can only be used to grant
access between users and objects within the scope of a single
department, and globally administrable profiles (GAPs), which can
be used to grant access to users outside the scope of the
administrator who owns the PROFILE. However, an unprivileged
user cannot create his own profile or aut'nrize access to | a

profile. This must be done by one of the security administrators
(SCA, VCAh, DCA) whose scope of authority encompasses the PROFILE.

Resources refer to named ohjects as defined in the Criteria.
TO? SECRET provides protection for objects such as Direct Access
Storage Device (DASD) data sets, DASD and tape volumes, programs,
Time Sharing Option (TSO) commands, on-line terminals, remote
terminals, Job Entry Subsystem (JES) readers, IMS applications,
user resources, ROSCOE monitors, IMS and CICS trans -..luns, CICs
resources, database fields, the system facilitiec and individual
CPUs in a multi-CPU environment.

Facilities are any MVS subsystem that processes work on
behalf of users or jobs, (e.g., 4SO, Batch, IMs, CICS, and
ROSCOE) . TOP SECRET automatically supports any vendor Lacility
that recognizes and is supported by the Standard MVS Security
Interface (SU-32, incorporated into the MVS Operating Syvstem at
level 3.8) or the MVS Security Access Facility (SAF) supplied
with MVS/SP 1.1 and MVS/XA 1.2 and above. TOP SECRET protects
access to facilities by requiring users to identify themselvec
with a known ACID and valid password. Thus, for purposes of the
evaluation, facilities can be treated as being protected by the
Trusted Computing Base (TCB).




TOP SECRET allows four scopes of protection: global (all
users), facility (all users within a facility), group (2ll users
asrcciated witn a given profile) ané user (one :zpecific user).
These <ccopes are  hierarchical in precedence with access
permicuicns grented te a specific USER overrlrxxg thcse crant:d
te a PROFILE attached to that user, which overridses those granted
to 2ll ucers of a particular facility, which in turn overrices
thuse graznted to ALL users.

In order %o provide [ASD data set security, data sets must
pe "secured", (i.e. havc a certain bit sec in the Datz Control
Block (DCB), the RACF bit). This causes 0S/MVS to automatically
issue a system call (SU-32) through the MVS Security Interface to
TOP SECRET whenever a data et is accessed im any way. All data
sets created while TOP SECRET is in WARN, IMPL or FAIL mode are
automatically "secured" upon creation. Datasets that are created
before TOP SECRET is installed or when TOP SECRET is in DORM mode
require that a utility program TSSPROT (supplied with TOP SECRET)
be run to set the RACF bit. Alternatively, the HMVS operating
system can be instructed to always cal) the MVS Security
Interface (MVS ALWAYS CALL option) regardless whether or not the
RACF bit is set. As a minor note, because TOP SECRET utilizes
the RACF bit, system messages may be generated that refer to RACF
when, in fact, TOP SECRET is running.

1.3 TEST CONFICURATION

‘The systems used for the functional testing during the TOP
SECRET evaluation consis:2d of an IBM 3033 and an IBM 4381
running MVS Release 1.3 Level 8310 (and all its supporting .
subsystems and utilities) both with DASD and tape external
storage.

User access was tested only via online terminals and user
console, Access via carq readers or remote job entry stations
must be physically gprotected from unauthorized access. TOP

SECRET should not be uscd to authenticate a batch user s identity
via passwvords whan jobs are sumitted via card readers.

1.4 DOCUMENT ORGANIZATICN

The batance of this paper consists of six sections. Section
2 presents the class C2 requirements from the Criteria and
describes the security features of TOP SECRET that satisfy those
requirements., Class C2 is the highest class at which TOP SECRET
satisfies all the requirements for any class. Section 3 presents
a brief summary of why TOP SECRET, as delivered by CGA, can not
receive a rating higher than class C2. Section 4 describes how
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the security mechanisms of TCP SECRET satisfy requirements ahbove
the class C2 level, Section 5 details security-relevant aspects
of the OCF SIZCRET nackage that are not addressed by ine Criteria
ard the cvaluation team's inputs about those azpects. Section €
presentr a b-ief counclusion of the evuluation resultis., arp:ndix
2 centiins a . c-ief summary of the testing done for tnis
evaluation.




SECTION 2

TOP SECPRET vs. CLASS C2 REQUIREMENTS

THIS SECTICN ADDRESSES THE REQUIKRZMENTS FOR CLASS €2, THL HIGCHEST
CLASS FOR WHICH TOP SECRET SATISFILE ALL REQUIREMENTS -Or THE
CRITERIA.

2.1 DISCRETIONARY ACCESS CONTROL
Requirement:

The Trusted Computing Base (TCB) .shall define and controi
access between named users and named objects (e.g., files and
programs) in the ADP system. The enforcement mechanism (e.qg.,
seif/group/puvolic controls, access control "lists) shall allow
users to specify and corntrol sharing of those objects by named
individuals or defined groups of individuals or by boch. The
discretionary access control mechanism shall, either by explicit
user action or by default, provide that objects are protectead
from unauthorized access. Thesa access controls shall be capable
of including or excluding access to the granularity of a single
user. Access permission to an object by users not aireaaqdy
possessing access permission shall only be assigned by authorized
users, .

Applicable Features:

In TAIL mode, facility access to TSO is limiteéd to only
named users, (i.e. users defined to TOP SECRET). Thus, only
named users have access to the TCB. In IMPL mode, access to
named objects by named users is controlled, but users not defined
to TOP SECRET also have system access and may access all data
sets that are not "secured" or to which access has been perm.itted
for ALL (users). o ‘

Certain objects (data sets, volumes, applications, programs,
and terminals) can be defined to TOP SECRET in two ways: by
giving the explicit name of the object or by giving a generic
prefix. Access to entire groups of objects can be controlled by
using generic prefixes and data set masks.

Most objects must be "owned"™ before access to them can be
authorized. This 1is done when the object is defined to TOP
SECRET. In both IMPL and FAIL mode, all objects are protected by
default and are therefore inaccessiblie to all users, except the
owner, without specific auvthorization to the object.




Ev Jdefault, all online users "own" data sets that have the
same pr=fix as their ACIDs and, therefore, have unlimited cccess
to those data sets. On the other hand, cwnership of an object by
a department or division ACID dces not iinply autcmatic access ol
that resource by users in that department or divizion (the users
are not the object owners;. An explicit authorization nmust be
performed to allow users to access objects owned by their
department or division ACIDs.

TOP SECRET controls sharing of resources by individual users
via their wunique USER ACID or by groups of wusers through
profiles.

Access to groups of individual users is granted by giving
the desired access to a PROFILE ACID and then adding that PROFILE
ACID to the individual USER ACIDs who are to compose the group.
The different types of access permissions that can be granted are
READ, WRITE, UPDATE, CONTROL, CREATE, SCRATCH, FETCH, ALL, and/or
NONE.

2.2 OBJECT REUSE

Requirenment:

When a storage object is initially assigned, aliocated, or
reallocated to a subject from the TCB's pool of unused storage
objects, the TCB shall assure that  the object contains no
information for which the subject is not authorized.

Satisfied By:

When pages of main memory are allocated to a user, they are
automatically cleared by the MVS system before being released to
the requesting user.

TOP SECRET ensures that storage areas on secondary storage
devices are erased automatically through the following methods:

- Virtual Storage Access Method (VSAM) data sets are
erased by TOP SECRET forcing the ERASE option on during
normal VSAM delete processing

- non-VSAM data sets are overwritten by TOP SECRET with
binary zero:cs before TOP SECRET allows that data set to
be deleted

Y"hese methods ensure that all storage, both primary and
secondary, are cleared before they can be obtained by any user.




2.3 IDSNTIFICATICN AND AUTHENTICATION
Reguirenent:

The Trusted Computing Base (TC3) shall require users to
identify -themsclves to it before beginning to perform any other
actions that the TCB is ecxpected to mediate. Furthermore, the
TC3 shall use a protected mechanism (e.g., passwords) to
zuthenticate the wuser's identity. The TCB shall protect
authentication data so that it cannot be accessed by any
unauthorized user. The TCB shall be able to enforce individu.l
accountability by providing the capability to uniquely identify
each individual ADP system user. The TCB shall also provide the
capability of associating this identity with all auditable
actions taken by that individual.

Applicable Features:

With TOP SECRET, users are identified by their wunique
ACcessor IDentifier (ACID). In order to use a particular CPU in
a multi-CPU system or access a system facility (such as TSO,
BATCH, IMS, CICS, etc), the user or his job must supply a known
ACID. In FAIL mode, &ll vusers of the system must be identified
to TOP SECRET with a known ACID in order to access any facility.
In IMPL mode, only defined users are require? to bc identified te
TOP SECRET in order to access a facility; other users, that the
TCB is not expected to centrol, are not required to be identified
to TOP SECRET. .

TOP SECRET provides for authentication orf user ACIDs through
the use cof passwords. This authentication is performed by TOP
SECRET at the time of logon/sign on/job initiation, (i.e.,
whenever a USER ACID requests access to a facility).

User and administrator ACIDs (as well as DEPT, DIV, and
PROFILE ACIDs) are defined to TOP SECRET through the use of the
TSS CREATE subcommand. User passwords are initially defined by
an administrator but users can change their own passwords. The
master security administrator may set certain control options
that require passwords to comply with installation-defined syntax
rules which define the alphanuueric structure with which all
passwords must comply. Administrators may also set password

expiration requirements on users under their control.

pPasswords are first encrypted and then stored in the master
security file. This file is stored in fetch-protected key 3
storage.

TOP SECRET also has the ability to limit user access to only



certain facilities on only certain days of the week and/cr times
of the day and/or to access online facilities only throuch
certain terminals.

‘Batch jobs may be  submitted through online methods or from
physical readers such as local JES readers or renote job entry
stations. All batch 3jobs must be identified with an ACLD and
password. Batch jobs that are supmitted through online methods
are fully secured, since the « ~=line user must have already
supplied a correct password to gain access to the system. TOP
SECKET derives :ne job ACID from either the jobname or ucerid
parameters on the JOB card. The derived ACID is verified for
authorizacion and inserted as USER=acid con each job card. TOP
SECRET automatically inserts the ACID's password. This
eliminates the potential exposure of having the password
displayed on a terminal screen in a batch file.

NOTE: For online submission, a defined user is allowed, by
default, to submit only those jobs which are identifled by his
ACID. However, TOP SECRET provides a mechanism that an
administrator can explicitly authorize a user to submit jobs with
other ACIDs (via the TSS PERMIT() ACIDS() function). It is also
possible to allow production job scheduling systems to submit
jobs under any AUID by bypassing online job submission validation
(bv adding the NOSUBCK uttribute to thk: production job RACID),
(i.e., the 3job will "e submitted without checking that the .
production job ACID hac been authorized to submit this job using

this ACID). : )

Since both of these features allow a user to present himself
to the TCB as another user, the requirements of the Criteria are
not met when either of these features are used.

Jobs that are physically submitted from local card readers
or remotc job entry stations also require ACIDs and passwouds.
TOP SECRET provides a variety of ways (via the JOBACID control
option) that the ACID can be automatically derived from various
parameters on the JOB card or the ACID can be specified via the
USER parameter of the JOB ca:id. In either case, a password must
be supplied via the PASSWORD keyword on the JOB card.

As hard coding of passwords on JOB cards is not recommended,
other means could be used to secure jobs submitted from physical
readers. For example, the PASSWORD(NOP¥) attribute could be
given to the ACID and instead the source of entry for the ACID
can be limited to one or more specific JES readers (via the
SOURCE attribuce). Conversly, the reader can be protected so
that only those jobs whose ACIDs are authorized to submit a job
from the device will be eligible for execution. However, bot* of
these methods depend upon physical procedures and do not me.t the




recuirerent of the Criteria, which reguires that the security
mechanisss e under the control of the ‘TC5. Alzo, both 2i th«ce
methods 2ifectively allow the bynassing of the antaentication
mechanisn and would invalidate the system's C2 rating if used.
Therefore, it 1is recommended that batch jobs, other than those
submitted via on-line users, not be allowed,

2.4 AUDIT

Requirement:

The TCB shall be able to create, maintain, and protect from
modification or unauthorized access or destruction an audit trail
of accesses to the objects it protects. The audit data shall be
protected by the TCB so that read access to it is 1limited to
those who are authorized for audit data. The TCB shall be able
to record the following types of events: use of identifiaction
and authentication mechanisms, introduction: of objects into a
user's address space (e.g., file open, program initiation),
deletion of objects, and actions taken by computer operators and
system administrators and/or system security officers. For each
recorded event, the audit record shall identify: date and time of
the event, user, type of event, and success or failure of the

event. For identification/authentication. events the origin of
recuest (e¢.3., terminal 1ID) shall be included in the audit
record. For events that introduce an object into a wuser's
address space and for object deletion events the (udit record
shall 1include the name of the object. The ADP system

administrator shall be able to selectively audit the actions of
any one or more users based on individual identity.

Applicable Features:

Py default, TOP SECRET records violations or unauthorized
attempts to gain access to the system or to acess a resource.
TOP SECRET writes these records to the System Manacgement Facility
(SMF) data sets and/or tc an opticnal Audit/Tracking File. An
installaticn can set a "resource violation threshold at which
various ac:cions can automatically take place against users that
accumulate Yoo many violations per session.

In addition, selected resources and users can have their
activities recorded. Such activities include: accesses, job
initiations and terminations and invalid access attempts.
Auditing can be performed and reports generated for departments,
jobs, ACIDs, CPUs, facilities, files, volumes and many other
selection criteria. Reports generated include date, time, CPU,
ACID, jobname, facility, violation count, program, requested and
granted access, ‘'return and error codes, security driver
requesting security validation, resource, and terminal.

10



Administrators are allowed to audit only the cvents
associated with users (ACIDs) within their acope (depArumert or
division). An auditor (administrator with audit auchority) can
request a report detailing all types of events and/or actions
taken by all users.

2.5 SYSTEM ARCHITECTURE
Requirement:

The Trusted Computing Base (TCB) shall maintain a domain for
its owa execution that protects it from external interference or
tampering (e.g., by modification of iis code cr data structures).
Resources cortrolled by the TCB may be a defined subset of the
subjects and objects in the ADP system. The TCB shall isolate
the resources to be protected so that they are subject to the
access control and auditing requirements.

Applicable Features:

TOP SECRET caa and MUST be used to protect all of its own
data sets, functions, routines, etc. Within the TOP SECRET/MVS
environment there exists an identifiable Trusted Computing Base
consisting of TGP SECRET, MVS, Job Entry Subsystem (JES2 or
JES3), th2 system facilities (e.g., TSO, IMS, CICS, or BATCH) and
the necegsary system utilities and accecss methods.

The TOP SECRET package provides default, discreticnary
protection for all objects under its control. This protection is

implemented through the use of access control lists. Access
control lists are associated with every protected resource in the
system, These access control 1lists are checked upon every

attempted access by a user to a protected resource.

In addition to TOP SECRET, the followinga are MVS/SP
protection mechanisms. MVS implements two techniques to preserve
the integrity of each ucer's work. The first is a private
address space for each user and the second is the use of multiple
storage protect keys.

In MVS, a virtual storage address space consists of a system
area, a common area, and a private area. MVS assigns a separate
address space to each user to prevent users from accessing each
others' address space. MVS uses multiple storage protect keys to
protect the system and subsystems from unauthorized ucsers. Before
MVS performs services on the behalf of a user, it takes steps to
prevent possible security violations (e.g., the use of invalid
control blocks or the execution of unauthorized code) and to
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avoid user-induced system ‘failures due to improperly specified
requests.

Under MVS, the information in real storage is protect=d from
unauthorized vse by means of multiple storage protect Kkeys. A
non-zddressable protect -key consists of a control field 1in
storage and is associated with each 2K block of rral storace (a
4K block 1is wused 1in 308¥ processors). The key in cztorace

contains the protect key of the owner and a fetch protect bit (as

well as the reference and change bits maintained by the hardware
and used by the software to make paging decisions).

The protect key protects the associated block of storage
from unauthorized modification, while the fetch protect bit
protects the block from an unauthorized attempt to read or fetch
its contents. When a request is made to modify the contents of a
real storage location, the key in storage is compared to the
storage protection key associated with the request. If the keys
match, the request is. satisfied; if not, the system rejects the
request and issues a program exception interrupt. When a request
is made to access (read or fetch) the contents of a real storage
location, the request is satisfied unless the block of storage 1is
fetch protected. If the real storage location 1is fetch
protected, the key in sto.age is compared to the key associated
with the request and the resulting accion is dependent upon
whather or not the keys match.

Other security-relevant mechanisms included in MVS are:

1. Password protection of data sets. If a user desires
an extra deygyree of protection, he can password »nrotect
hiz dgata. Different passwords can be used to allow
gifferent types of access (i.e., one password for read
access, a separate password for write access, etc.).

2. The Authorized Program Facility (APF) provides the
ability to limit the use of sensitive system services
and resources to authoriz:ed users. The APF checks to
see if the reguesting process resides in an authorized
library. If it does, the request is allowed, if nct,
the request is denied.

3. MVS provides for the erasure of main memory before

it is released to any user Or usSer process. This
. i .

prevents the scavenging of residue from main storage.

{. The Job Entry Subsystem (JES2 or JES3) has, ai one
of its functions, the responsibility to recover from a
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process error without lowering the integrity of the
data that was in use at the time.

5, System Utilities provided hy MNVS are designed to
assist in organizing and maintaining dJdata within the
system. There are three classes of utility programs.
System utilities, cata set ctilities and incependent
utilities. System utilities are uced for maintaining
and manipulating system and user data sets. System
utilities must reside in authorized libraries and are
controlled by JCL and utility control statements.
Also, they can only be executed by authorized programs.

Data set utilities are intended to be used for
changing and/or comparing data a+ +<he data set or
record level. They are controlled by JCL and utility
control statements but can be called by any program.

Independent utilities are used to prepare devices for
system use whcn the operating system is not available.
They operate outside of the operating system, are
controlled by utility control statements and can not be
called by a program (they must be run independently).

2.6 SYSTEM INTCGRITY . ; .
Reqguirement:

Hardware and/or software features shall be provided that can
be used to periodically validate the correct operation of the on-
site hardware and firmware elements of the Trusted Computing
Base.

Applicable Features:

The IBM supplied On-Linz Test Executive Program (OLTEP) can
be used to verify the correct operation of the system hardware.

In addition, MVS maintains the SYS1.LOGREC data set for the
purpose of error recording. This data set is non-sharable and
provides a record of all detected hardware failures and selected
software errors and system conditions. Information about each
incident is written into SY¥S1.LOGREC by the system recording
routines and can be reir.eved Dby using the environmental
recording, editing and printing service aid (IFCEREP1). The
IFCEREP1 output can be used 'for diaqnostic and/or measurement
purposes to maintain the devices and to support the system
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control program.

The IPCDIPO0 service aid initieclizes SYS1.LCGREC Jduring
system initialization. IFCDIP00 creates a header record and a
time stamp record for the SYS1.LOGREC data set and allccates
space for the data set which must reside on the system residence
volume,

A record is made on SYS1.LOGREC for every detected harcware
or software failure and system condition that has an associated

recording request or recording routine. The records contain
different types of data that document failures and system
conditions. The records are stored in chronological order on

SYS1.LOGREC. In general, each record contains:

- Relevant system information at the time of the failure.

- Device hardware status at the time of the failure.

- Results of any device/control unit recovery attempt.

- Results of any software system recovery attempt.

- Statistical data.

There are various types of records, containing device- or
incident-dependent information that can be recorded on
SYS1.LOGREC, which contain complete and specific information for
the device, and type of failure or system condition that caused

it to be written, »

Recording Machine Check records are recorded on SYS1.LOCREC
whenever the following detected machine failures occur:

- Central Processing Unit (CPU) processor

- Storage

- Storage Key

- Timer

When a machine failure occurs, the Machine Check Handler
(MCH) receives control via a machine-check interrupt for a soft
failure (one that was corrected by the hardware retry features)
or for a hard failure (one that could not be correcied by the
retry features).

If the machine check interrupt is for a soft failure, MCH




uses the envircnmental and model indepcendent information
describing the failure to build an MCH rececrd. After formatting
the information, MCH passes control to the Recovery Termination
Manager (RTM). RTM then invokes tihe recording request routine
which gqueues the MCH record on the asvnchronnus output queue. and
posts the asynchroncus recording task. The recordiny task scans
the output gqueue and issues an appropriate SVC to write any
records on this gueue to SYS1l.LOGREC. .

If the machine check interrupt is for a hard failure, HCH
analyzes the information in the model independent logout area,
isolates the error, and provides a record of the analysis to RTM.
RTM then takes the same actions as it does for a soft failure.

With each Initial Program Load (IPL) the system begins a
sequential count of errors. The sequence number is therefore
unique for each detected software error or machine failure. The
sequence number remains constant for subsequent software records
associated with the same error (although- the time stamp may
change). Software records are recorded on SYS1.LOGREC for
hardware detected hardware errors, hardware detected software
errors, operator detected errors and software detected software
errors. For error recording purposes, error data is collected in
the System Diagnostic Work Area (SDWA) to assist in identifying
the System Control Program (SCP) error and then invoke the RTM.

2.7 Security Testing
Requirement:

The security mechanisms of the ADP system shall he tested
and found to work as claimed in the system documentation.
Testing shall be done to assure that there are no obvious ways
for an unauthorized user to bypass or otherwise defeat the
security p-otection mechanisms of the Trusted Computing Base.
Testing shall also include a search for obvious flaws that would
allow violation of resource isolation, or that would permit
unauthorized access to the audit or authentication data.

Applicable Features:

The evaluation team performed "functional testing of the
security features of the TOP SECRET/MVS system. The security
features were found to work as. claimed in the system
documentation. No obvious ways to bypass the security features
of the system were discovered and no obvious flaws were found
during testing or documentation review.
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2.8 DOCUMENTATION
2.8.1 Security Features User's Guide
Requirement:

A single summary, chapter or manual in user documentation
shall describe the protectioa mechanisms provided by the Trusted
Computing Base, guidelines on their use, and how' they interact
with one another.

Applicable Documents:
The User's Guide (US-03) and TSS Reference Manuval (TS-02)

supplied as part of the TOP SECRET documentation satisfy this
requirement. .

2.8.2 Trusted Facility Manual
. Requirement:

A manual addressed to the ADP system administrator shall
present cavtions about functions and privileges that 3hould be
centrolled when running a secure facility. The procedures for
examining and maintaining the audit files as well as the detailed
sudit record structure for each %ype of audit event shall be
given,

Applicable Documents:

The Security Administration (SA-03), Installation (IN-03)
and Customization (CU-03) Guides provide the necessary
information to satisfy this requirement.

2.8.3 Test Documentation
Requirement:

The. system developer shsll provide to the evaluators a
docuitent that describes the test plan and results of the security
mechanisms' functional testing.

Applicable Documents:

Internal CGA documentation satisfies this requirement.
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2.8.4 Design Documentation
Requirement:

Documentation shall be available that provides a description
of che manufacturer's philosophy of protection and an explanation
- of how this philosophy is translated into the Trusted Computing
Base. If the TCB is composed of distinct modules, the interfaces
between thecse modules shall be described.

Applicable Documents:
The Implementation (IM=03) and Installation (IN-03) Guides,

along with the Concepts and Facilities Manual (CF-03), provide
the necessazry information for this requirement.
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S=ECTION 3

DEFICIENCIES AGAINST CLASS Bl REQUIREMENTS

THIS SECTiON DESCRIBES WHY THE TOF SECRET PACKAGE DID NOT LICEIVE
A HIGIER PATING BY DETAILING HOW SOME OF THE REQUIREMEN.(E) OF
CLASS E1 WERE NOT SATISFIED.

The major thrust of class Bl of the Criteria are the
reguirrcnts that the TCB label all subjects and objects under
its control with security levels consisting of hierarchical
levels (e.g., SCCRET, TOP SECRRET, etc.) and non-hierarchical
catagories = (e.g., NATO, NUCLEAR, etc.). These labels are
regquired to support a mandatory access control mechanism by waich
access of subjects to objecte can be controlled based upon their
acssigned security levels.

Other mechanisms required by the Criteria at class Bl also
depend upon these labels in order to provide the necessary
functionality needed to satisfy those requirements. These
include the identification and authentication and audit
imechanisms.

TOP SECRET poussesses no mechanism that supplies labels for
resourcec. Therefore, TOP SECRET can not satisfy the labelling
requirements intrcduced in Division B of the Criteria or any
other requirements that depend upon labels. These requirements
comprise the majority of the requirements at the Bl level.
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SECTION 4

TOP SECRET VS. REQUIREMENTS AROVE CL2S3 C2

THIS SECTION DESCRIBES HOW THE TOP SECRET/MVS SYSTEM SATISFIES

SOMZ REQUIREMENTS ABOVE THE CLASS C2 LEZVEL

4.1 DISCRETICIARY ACCESS CONTRCL B3 (1)
Requirement: (Adaéitional for class B3)

" .. The enforcement mechanism (e.g., access control 1lists)
chall allow users to specify and control sharing of these
objects. ... These access controls shall be capable of
specifying, fer each named object, a list of named individuals
and a 1ist of groups of named individuals with their respactive
modes of access to that object. Furthermore, for each such named
object, it shall be possible to specify a list of named
individuals and a list of groups of named individuals for which
no access to the object is to be given."

Applicable Features:

TOP SECRET uses access control 1lists for enforcing
discretionary access coantrol. These access control lists provide
the capability of including and excluding access down to the
granularity of a single user by allowing either the explicit
granting of some type of access or by the granting of nuall
access.

1. Although TOP SECRET satisfies phis feature at the B3 level,
TOP SECRET does not satisfy any of the assurance requirements
above the class C2 level,
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Although the system documentation provided with TOP SECRET
contains all the neccessary information to satisfy the Criteria
requireirents, ~ the evaluation team feels that some the
documentation is sometimes vague and thus misleading. The team
recommends that system administrators review the cdocuirentation
carefully, CGA, however, 1is currently in the process of re-
writing the documentation for TOP SECRET.

For the maximum security possible, TCP SECRET should be run
in FAIL mode. This will assure that all users of the system are
defined to and controlled by TOP SECRET. Users cnould Le given
the minimal amount of authority that allows them to efficiently
and cffectively use the system. Administrative authorities
(e.g., to list security-relevant data, perform auditing, permit
access, etc.) granted by the SCA to lower level admirnistrators
should be the minimum necessary. All users should be especially
careful when granting ALL access. TOP SECRET ctreats the ALL
keyword in a special way that is not the same as listing all the
cptions or user ACIDs tor a given command. Regular passwocrd
change should be enforced and the audit mechanisms provided
should be used to their maximum reasonable extent. Finully, the
report utilities should be run regulacly to aid the system
administrator in detecting abnormal system usage.




SECTICN 6

CONCLUSIONS

7he Department of Defense Computer Security Centar's
evaluation team has determinad tnat the highest class at which
Version 3.0 Level 163 of the TOP SECRET add-on security package
running with the MVS operating system satisfies all of the
requireme~ts of the Criteria is class C2. However, the reader of
this report should note that in order to meet all of the class C2
requirements Jome features of TOP SECRET can not be used and
Feature Option #43, which provides the necessary functionality to
satisfy the Object Reuse requirement, must be used. Therefore,
TOP SECRET/MVS, configured only as detailed in this report, has
been assigned a class C2 rating.

hs delivered by CGA, TNP SECRET does not recognize security
classification markings and can not be used to enforce mandatory
access controis. Therefore, TOP SECRET can not satisfy the
requirements of class Bl.

TOP SECRET provides strong discretionary security controls

and extensive auditing features and significantly improvas the
security of the MVS operating systen. ‘
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APPIENDIX A

TEST SUMMARIES FOR CLASS Cl REQUIREMLNTS

DISCRETIONARY ACCESS CONTROL TEST GUIMMARY:

Create an access control matrix defining users and user
groups ‘divisions, departments, profiles) vs.' coj2cts with
difterent authorized access rights (i.e., READ, WRITEZ, UPDAT
etc.) to create the desired security profile,

Ensure that, in both FAIL and IMPL mode, access to "secured"
named objects (i.e., data sets, programs, commands, DASD or tape
volumes) can be limited to specific levels of access (i.e., NONE,
RraD, WRITE, UPDATE, CONTROL, CREATE, SCRATCH, FETCH, and ALL) by
named individual users/administrators (i.e., users defined via
ACIDs to TOP SECRET) or by groups of individuals
users/administrators (via PROFILE ACIDs).

In particular, verify that individual users/administrators
are able to access data sets with names beginning with their
ACIDs (i.e., data sets that they own) and that users are not
allowed access to. any other objects -without explicit
authorization, including cbjacts owned by divisions and
departments to which those uscrs belong. verify that, in IMPL
mode, users not defined to TOP SECRET are not allowed access to
any object defined "to TOP SECRET except those permitted to be
accessed by ALL. Also verify that, in FAIL mode, users not
defined to TOP SECRET are not permitted access to the systam.

Ensure that TOP SECRET provides facilities to control which
ucers are allowed to control the access and sharing of objects.
Including that the authority of users (and administrators) to
specify and control the sharing of resources that they own (or
that their department/division owns) can be restr.cted to certain
individuals.

Because PROFILES are added to UYER ACIDs, there is no limit
to the number of individual ucsers that a PROFILE may be added to.
Thus, there is no limit to the number of users allowed an access
control list.

ICENTIFICATION AND AUTHENTICATION TEST SUMMARY:
Verify that all users are required to provide valid ACIDs

and passwords in order to access the TCB defined by TSO in FAIL
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mode. Ensure that, in IMPL mode, all users defined to TOP SECRET
are required to supply valid ACIDs and passwords in order to gain
access, but that undefined uscrs were not denied access to the
TCB.

Ensure that users are only able to submit online batch jobs
urider their own ACIDs and that valid ACIDs and passwords are
required in order to submit batch Jjobs via physical local
readers. b

SYSTEM ARCHITECTURE TEST SUMMARY:

Examine the control points where TOP SECRET interfaces with
MVS and determine if the system has an identifiable TCB. If so,
determine whether the TCB provides protection for itself (i.e.,
protection {rom external interference or tampering).

Verify that the MVS service management requests (SRBs) and
cross-memory services (new in MVS SPl.3), which uvequire new
instructions that are standard on the 308x series, do not allow
unauthorized access to the TOP SECRET address space and the audit
files.

SYSTEM INTEGRITY TEST SUMMARY:

Ensure that IBM supplied integrity features are sufficient
to satisfy this requirement.

?

SECURITY TESTING TEST SUMMARY:

Using the cystem documentation, construct a set of
functional tests for all aspects of TOP SECRET required to
satisfy the requirements of the Criteria. Features of TOP SECRET
that will not be tested include the extensive features for
password structure and masking and the features for extracting
information from batch job cards (both online submission and
throught physical readers) to derive the job acid.

Verify that all features of TOP SECRET that pertain to meet
the requirements of the Criteria work as «claimed 1in the
documentation.

Ground Rule: These attempts will not involve or assume the

collusion of a system programming planting malicious
code (e.g., Trojan Horse) or computer operator.
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Attempts may be made tc exploit either the existing
code (as delivered by CGA) or code entered via a
user/terminal interface.

DOCUMENTATION TEST SUMMARY:

Examine the system documentation to ensure that it contains
the required information.

TEST SUMMARIES FOR ADDITIONAL REQUIREMENTS AT CLASS C2

OBJECT REUSE TEST SUMMARY:

Attempt to scavenge data from deleted data sets by utilizing
system utilities and/or user written code. - These attempts should
be performed by a user who possesses no special attributed that
would allow him to bypass the protection provided by TOP SECRET
or MVS.

IDENTIFICATION AND AUTHENTICATION TEST SUMMARY:

Ensure that the TOP SECRET package provicdes unique
ntification of all users on the system. Use the avdit
utilities to determine whether TOP SECRET provides the capability
of associating a users identity with all auditable actions taken
by that individual.

AUDIT TEST SUMMARY:

Implement selective auditinc of specified authorized
accesses and unauthorized access attempts by specified users and
for specified resources. Invoke the report utilities and
generate the audit reports. Check these reports for correctness
by comparing to the actions performed during the testing. Ensure
that individual accountability is enforced.

Attempt to obtain unauthorized access to the audit files.
Attempt to circumvent auditing for a specificd access attempt by
first attempting to overload the audit files by appending data to
them and/or creating a series of unauthorized access attempts
prior to the specified access.




Verify that access to the audit files Is limited to those
users who are authorizcd to access the audit informaticn.

Ensure that audit records contain, for each entry; the
userid, resource, type of access attempted cr obtained, and the
time of access.

DOCUMENTATION (Trusted Facility Manual) TEST SUMMARY:

Examine the documentation to cetermine if all the required
information is present and in the appropriate manuals.

DISCRETIONARY ACCESS CONTRCL TEST SUMMARY:

Ensure that newly created objects are protected to the
specified default level. Attempt to bypass TCP SECRET protection
by attempting unauthorized accesses to data sets created by the
users in the access control matrix. :

Attempt to gain unauthorized access to the TOP SECRET
security profile to obtain, add, modify or delete any security
related data. Attempt unauthorizzd accesses to batch facilities
and to protected utility programs,




